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DETAILED ACTION 
Claims 11-13 have been cancelled. 

Claim Rejections - 35 USC § 101 

1. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 1 and 14 are rejected under 35 U.S.C. 101 because the claimed invention 
is directed to non-statutory subject matter. Claims 1 and 14 fail to recite any structural 
tie to any class of invention and therefore, do not satisfy the threshold tie to be for 
patent protection under 35 U.S.C. 101. In particular, the methods includes the steps of 
extracting, adding, generating, replacing, and forwarding that appear purely directed to 
mental steps or mathematical manipulations of functions that fails to positively recite the 
other statutory class (machine or apparatus) to which it is tied by identifying the 
machine/apparatus is being used, but the steps do not inherently require the 
machine/apparatus. Therefore, the method is not a patent eligible process under U.S.C. 
101 because it is being directed to non-statutory subject matter. See Federal Circuit 
Court Decision, In re Bilski, Appeal No. 2007-1130. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-2, 7-10, 13-14, 20, 23-24, 29-31, and 36 are rejected under 35 U.S.C. 
102 (e) as being unpatentable over Irwin (US 2003/0204728 A1) in view Siegel (US 
2004/0203799 A1). 

For claims 1,10, and 30 Irwin teaches a method/apparatus of 

extracting a routing information from a received message at a border between a 
first network and a second network (see abstract and paragraph 10 "value extracted & 
certain node" and paragraph 33"the destination nod's own address or the destination 
address as extracted by the intermediary node from the packet."); 

adding at least one invalid entry to first-network entries of the routing information 
to blur or hide an actual number of routing entries which correspond to routing nodes 
through which the received message has been routed, the first-network entries relating 
to a routing path of the message within the first network (see abstract and paragraph 
10 "source node hides a cryptographically generated first special value based on the 
packet in header portion of the communication packet the cryptographically generated 
special value is the same as a invalid entry and communication packet is the same as 
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received message finally the routing information is the same as header of the 
communication packet" and Fig. 1 "SOURCE NODE"); 

generating an encrypted routing information by encrypting the at least one invalid 
entry and the first-network entries by using an own token at least for each of the first- 
network entries (see paragraph 7); 

replacing the routing information of the received message by the encrypted routing 
information (see paragraph 10 and Fig. 1 an encrypted value replaces the extracted 
header (routing information) from the received communication packet (the received 
message) in the); and 

forwarding the received message with the encrypted routing information to the 
second network (see paragraph 10 and Fig. 1 "the encrypted message is forwarded 
from network 12 to network 14 "cloud 18"). Irwin does not explicitly teach routing 
information in the received packet although the header is well known in the art that 
contains information such as source address, destination address, and other routing 
information. However, Siegel from the same field of endeavor teaches this limitation 
explicitly (see abstract the digitized voice packets contain one or more destination 
addresses in addition to other routing information. The routers (border apparatus) 
receive the voice packet and extract the routing information from the received packet."). 
Thus, it would have been obvious to the person of ordinary skill in the art at the time of 
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invention to use the teachings of Siegel in the steganographically (hiding the existence 
of information) packet traffic of Irwin. This combination is possible because both 
teaching deal with the same problem of securing the communication channel through 
encryption. Encrypting the routing information can be also achieved through 
polymorphism and polyinstantiation. The motivation for this combination is to enhance 
the security of routing paths. 

For claims 2 and 15 Irwin teaches a method, further comprising 
providing the routing information in a routing header of the message (see 
paragraph 10). 

For claim 7 Irwin teaches a method, further comprising 

marking the at least one added invalid entry (see abstract special value). 

For claims 8 and 20 a method, further comprising 

providing each of the first-network entries comprising at least one of name and 
address information of a network node through which the received message has been 
routed. 

For claim 9 Irwin teaches a method, further comprising 
providing the border between the first and second networks, wherein the border is 
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defined at a gateway apparatus which the message traverses on a connection between 
the first and second networks (see Fig.1 "12 and "14"). 

For claims 13 and 36 Irwin teaches an apparatus, wherein the border between 
the first and second networks is defined at the network apparatus (see Fig.1 "12 and 
"14"). 

For claims 14, 24, and 31 Irwin teaches a method/apparatus 

extracting routing information from a received message at a border between a 
first network and a second network (see abstract and paragraph 10 "value extracted & 
certain node" and paragraph 33"the destination nod's own address or the destination 
address as extracted by the intermediary node from the packet. ") 

generating a decrypted and reversed routing information by decrypting a 
tokenized second-network entry relating to a routing path of the message within the 
second network and by reversing the content of the decrypted second-network entry 
(see abstract -second value); 

replacing the routing information of the received message by the decrypted and 
reversed routing information ( see paragraph 23); and 

forwarding the received message with the decrypted and reversed routing 
information to the second network (see paragraph 23). Irwin does not explicitly teach 
decryption which is the reverse of encryption. However, Siegel from the same field of 
endeavor teaches this limitation explicitly (see abstract the digitized voice packets 
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contain one or more destination addresses in addition to other routing information. The 
routers (border apparatus) receive the voice packet and extract the routing information 
from the received packet." and paragraph 7 "that routers can be configured to decrypt 
encrypted information"). Thus, it would have been obvious to the person of ordinary skill 
in the art at the time of invention to use the teachings of Siegel in the 
steganographically (hiding the existence of information) packet traffic of Irwin. This 
combination is possible because both teaching deal with the same problem of securing 
the communication channel through encryption. Encrypting the routing information can 
be also achieved through polymorphism and polyinstantiation. The motivation for this 
combination is to enhance the security of routing paths. 

For claim 23 Irwin teaches a method, wherein: 

the border between the first and second networks is defined at a gateway 
apparatus which the message traverses on a connection between the first and second 
networks (see Fig. 1 "12" and "14"). 

For claim 29 Irwin teaches an apparatus, wherein the border between the first 
and second networks is defined at the network apparatus (see Fig. 1 "12" and "14"). 
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3. Claims 3, 1 1 , 1 6, and 25 are rejected under 35 U.S.C. 1 03 (a) as being 
unpatentable over Irwin in view of Siegel further in view of Yla-Outinen et al. (US 
2004/01 52469 A1) 

For claim 3 and 16 Neither Irwin nor Siegel teach a method, further comprising 
providing the routing header comprising a record-route header of a session 
initiation protocol message and a service-route header as specified for the session 
initiation protocol. However, Yla- Outinen from the same field of endeavor teaches this 
limitation (see paragraphs 69, 79, and 80). Thus it would have been obvious to the 
person of ordinary skill in the art at the time of invention to use the header of the Yla- 
Outinen in the authenticated packet traffic of Irwin. The motivation for this combination 
is the SIP is becoming a de-facto protocol. 

For claims 1 1 , 25, 32, and 37-39 Irwin does not teach a apparatus, wherein the 
network apparatus further comprises one of an interrogating call session control and a 
topology hiding gateway function However, Yla- Outinen from the same field of 
endeavor teaches this limitation (see paragraphs 7 and 9). Thus it would have been 
obvious to the person of ordinary skill in the art at the time of invention to use (l-CSCF) 
Yla- Outinen in the authenticated packet traffic of Irwin. The motivation for this 
combination is the SIP is becoming a de-facto protocol. 
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4. Claims 4-6 and 1 7-1 9 are rejected under 35 U.S.C. 1 03 (a) as being 
unpatentable over Irwin in view of Siegel further in view of Jensen et al. (US 6,185,612 
B1). 

For claims 4 and 17 Neither Irwin nor Siegel teach a method according, further 
comprising processing the routing information using a topology hiding method. 
However, Jensen from the same field of endeavor teaches this limitation (see column 9 
lines 59-67 and column 10 lines 1-7). Thus it would have been obvious to the person of 
ordinary skill in the art at the time of invention to use topology hiding of Jensen in the 
authenticated packet traffic of Irwin. The motivation for this combination is to add 
another layer of security. 

For claim 5 and 18 Neither Irwin nor Siegel teach a method, wherein, in the 
processing the topology hiding method is applied in response to a user identity marked 
with predetermined information. However, Jensen from the same field of endeavor 
teaches this limitation (see column 9 lines 59-67 and column 10 lines 1-7). Thus it would 
have been obvious to the person of ordinary skill in the art at the time of invention to use 
topology hiding of Jensen in the authenticated packet traffic of Irwin. The motivation for 
this combination is to add another layer of security. 
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For claims 6 and 19 Irwin Neither Irwin nor Siegel teach a method, wherein, in 
the processing, the topology hiding method is applied in response to a network identity. 
However, Jensen from the same field of endeavor teaches this limitation (see column 9 
lines 59-67 and column 10 lines 1-7). Thus it would have been obvious to the person of 
ordinary skill in the art at the time of invention to use topology hiding of Jensen in the 
authenticated packet traffic of Irwin. The motivation for this combination is to add 
another layer of security. 

Allowable Subject Matter 

5. Claims 21-22, 27-28, and 34-35 are objected to as being dependent upon a 
rejected base claim, but would be allowable if written in dependent form including all of 
the limitations of the base claim any intervening claims. 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure Baehr et al. (5,878,231) and Schuster (US 6,857,072 B1). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DAVID OVEISSI whose telephone number is (571)270- 
3127. The examiner can normally be reached on Monday to Friday 8:00 AM to 5:00 PM 
EST. 



Application/Control Number: 1 0/801 ,584 Page 1 1 

Art Unit: 2416 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ricky Ngo can be reached on (571) 272-3139. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Ricky Ngo/ 

Supervisory Patent Examiner, Art 
Unit 2416 



